B—a L=
5 L

FER%RREERAF, MERERRIRSAEZGILEER, %35
MERD AT HaRERNGIRE ., BN ERNLEZE SR, REZR 2L
HEF. ZADNABEEZRFLF AN Sk WA RIAE S . 1P AR
Re1. AAAKMGab ., IPREEBEMNANERD, HEFTSHES
KA . I HRESMEHRT HEI RS &R 5 KRS,
& Wi-Fi My fBCE ., 2 LM% (SDN) AR& LB ERT . &
oA B KRR . RABECE Bk F.



o
28 AR AL B

ML AGUEIAR S, JEMICE SRR, FEB RS 4. B0, A
WS ARG RERCE, URRE ARG SIS, HRE G BN .
11 BEEMEE

BB [0 28 B0 % 6 BRI 0 O T AN R A A, TP i i Ak 1) i A ks 1T
CLEFI I %, BEE I fir S 0% 1-1 P

x 11 RENGSER

BEERA i I Y =B R
FF#% (User EXEC) f FZAR ZOR AT . BR RAE R Ruijie>
o A3 I ZAS AR IO IR AT B A 2 1045 R - 1280 A
FERUEE (Privileged EXEC) \ Ruijie#
A AR
A6 P AR R i 4 SR LR AR A P 6 R 1Y
2 JRBC B0 (Global Configuration) Ruijie(config)#
ERZH
HoA T B A HEAT HAR M E Ruijie(config-mode)#

111 BAREEE
[ BL B ST ]

Ruijie (config) # hostname name
/ITEE RGN, BIRULAHATITEFRA MR, KEAGEE 6351, WM no hostname k¥ &
G AR BROAE



11.2 #ORE
[ BLE A <A

Ruijie (config) # interface interface-type interface-number

/7RO, FEAfREMED. HRiEO R L, FE HFastEthernet, Gigabitethernet.
Serial. Loopback%

Ruijie (config-if)# ip address ip-address subnet-mask

//BCE N TPHbE

Ruijie (config-if)# description interface-description

//TC B B O R

Ruijie (config-if)# bandwidth kilobits

/BB O GE, TR AL

1.2 REEHEEE

PR B DLl Z R 73, WiEHl &, Telnet. SSH. AUX %5, Hr Telnet
1 SSH A2 P Fh i FH f iz F2 5 2 7 5K

1.2.1 IZFEE X Telnet

Telnet J it il HE NEFEAE M 46 ST AR R ) CLI 8 B J7E . A Telnet #2575
PRl T B & P E R SR, I HA WM E 1Pv4 Hilil, XFEH P
REWS A\ Telnet 75 /™ il A\ iy I AL B o

[ BL & i SHRT )

Ruijie (config)# line vty first-line [last-line]

//BEANLine BB, VIV RZEEEF

Ruijie (config-line)# transport input {all | ssh | telnet | none}

/ /BB AR RIZEHE N RIS T, BRI T 2 Fo v I AP R

Ruijie(config-line)# access-class {access-list-number | access-list-name}
{in | out}

/ /BB AR Line T HIVS MHEHIZIZE, AT LIRS B2 ) 84 0 v F -

Ruijie (config-line)# login local

/ /B FAAS G bR, IR B S IR I {7 75 S E A ks P P K 5 5 R

Ruijie (config) # username user-name password password

/ /B AN EE

1.2.2 iZFEER SSH

LA T (SSHD 1R {1t 5 Telnet H [F] (IZREE K INAE, AR ZALAET, EHEAT Telnet



TR G SR, RGP G BRAINE R, 1 SSH #2451 5 /™ 4% 1) S iy i, K
U7 s FB, XFERDMER R 7 ID. S AS B AL A R R 2
[ BB LT ]
Ruijie (config) # enable service ssh-server
//JFJiSSH Server
Ruijie (config) # crypto key generate {rsa|dsa}
[/HERCE, FERENR, EMBREANFEHRN @A “crypto key zeroize”

Ruijie (config) # ip ssh version {1 | 2}

/ /BB SSH SRR AS
1.3 Eilifc B ZHE4H
%% LT

FEOIR I 1-1 frs.

PC1
172.16.0.254/24 p
Gio/0 ¥ D
1-1 E=HIFRFE
WESHRINE 1-2 iR,
Fx12 BESHE
' & wEED P M ht F W D B\ W%
R1 Gi0/0 172.16.0.254 255.255.255.0 N/A
PC1 NIC 172.16.0.100 255.255.255.0 172.16.0.1

b =
%% [FRE£)

FANBINTE R TR AT NS RS HATE R, TESEERVTEREYN, I HEFR
Hzattae, BAHZERMT.

o BLEHIEHIRN R,

o FRHIAELUKIIBEE L 1P Huhk Ny 172.16.0.254, T MRS N 255.255.255.0.

o RN “Gateway of PC17,



o MitE RI rhzs R A0¥r SSH &%, 18 SSH HRSsumThee, Fi /4 A% 65 4 admin,
SR N ST

L\ [F8TiH)

Ruijie# configure terminal

/ /HENE BB B

Ruijie(config)# hostname R1

/ /BB MU % AR NR1

Rl (confiqg) #

/ /BB &

Rl (config)# interface GigabitEthernet 0/0

//HENEED

Rl (config-if) # description Gateway of PCl

/ /BB DR

Rl (config-if) # ip address 172.16.0.254 255.255.255.0
//Be B N Tpihl

Rl (config) #line vty 0 4

//BEANLine 2k

Rl (config-line) #login local

/ /B AR 30 ek

Rl (config-line) #password admin

/ /BB A admin

Rl (config-line) #transport input ssh

// RVFIBE ML SSH

Rl (config) #username admin password admin

/ /BB A P 44 R

Rl (config) #fenable service ssh-server

//FF B sSHRS

Rl (config) # crypto key generate rsa

/R

% You already have RSA keys.

% Do you really want to replace them? [yes/no]:yes
Choose the size of the key modulus in the range of 360 to 2048 for your
Signature Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:1024
/ /BB EAKENL024bit

% Generating 1024 bit RSAl keys ... [ok]
% Generating 1024 bit RSA keys ... [ok]

Rl (config) #ip ssh version 2



/ /B B SSHARA
R1 (config) #

Wi SecureCRT @Ar—A> SSHEHE, Wl 1-2 fm. % N H = 44 T80 8 s ik ph 4%
e 1-3 fios. EWIEA R 2 M%), SRBHEHE, Wk 1-4 Fs.
(mmEE 5
He):

EEH: 172.16.0.254|

OO 2 RRAIEE % -
ARl admin

-
[ St T W) V] {RAFEEW)

[l PR BT )

[ e [ ma )

1-2 3~7 SSH &

(e zes==m S5
- T . Sk =
;E'dn:m@ﬂz.lﬁ.o.zs‘tm% D - ERAE
REgW): adnn
=P [TITT]
[V {R7EERE)

1-3 AR ZMEHRE
172.16.0.254 - SecureCRT [E=REE
s

IR EERE =B Emo) SEam B

TEu #EE1H)

DIREAR BB B marl
P

¥ 172.16.0.254 4

T
e | ¥

= ssh2: AES-256 =i 57, 4251

1-4 SSHIEERIEH=REESRE



1.4 EB%RE
141 THHZFRREEMAEE
[ BB L RET )
bootloader#main config password clear / /NS B 2D a4

U1R 10 73 Bk N BCE AR R B RN WIS 5 008 75 2 o RN SR A B U
W52 N — R R i A AT

1.4.2 TTHYZRE ZOIEH
7‘ ZF /B h
g% EXEED

ZHHLEERE I 1-5 Firos

Console

S§5750

1-5 XH|AFLIKERFH
b <2 &
g% CGEEED
NN S5750 FEATH DMK R, FFEC B B FIRFBUE LA ruijie.
®,
s L2z
%% [ 8T ik)

o AL, {EH I Press Ctrl+C to enter Ctrl --+i, [FJi 4% N AL Ctrl+C .

Press RETURN to get started

*Mar 14 14:51:42: $DP-3-RESET DEV: Reset device 1 due to reload command.
Unlocking L2 Cache ...Done

arm clk=1000MHz, axi clk=400MHz, apb clk=100MHz, arm periph clk=500MHz
SETMAC: Setmac operation was performed at 2016-12-19 20:33:00 (version: 11.0)
Press Ctrl+C to enter Boot Menu

Net: eth-0



Entering simple UI...
====== BootLoader Menu ("Ctrl+Z" to upper level) ======
TOP menu items.
Kok kK kK kK Kk kK kK K kK kK kK kK kK R kK ok K ok R kK kK R kK ok K kK kK
0. Tftp utilities.
1. XModem utilities.
2. Run main.
3. SetMac utilities.
4. Scattered utilities.
5. Set Module Serial

khkhkhkhkhkkhkrhkkhkhhkhhkrhkhkrkhkhkrhkhkhkhhkhkhkrhkkhkhkhkhkrhkhkhkhkxhkkxkhkkx*k

Press a key to run the command:

o FHALLEFRMEHT Corl+Q BHEAN Curl 2, WA IR/RTFA bootloadert.

bootloader#main config password clear

Creating 1 MTD partitions on "nand0":
0x000001000000-0x000002e00000 : "mtd=6"

UBI: attaching mtdl to ubil

UBI: physical eraseblock size:131072 bytes (128 KiB)
UBI: logical eraseblock size:126976 bytes

UBI: smallest flash I/O unit:2048

o JCE BT R D I ORAF B E

Ruijie>enable

Ruijie#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Ruijie (config) #enable password ruijie

Ruijie (config) #end

*Mar 14 14:53:26: $SYS-5-CONFIG I: Configured from console by console
Ruijiefwrite

Building configuration...

[OK]

1.4.3 HRHAFTEMREEMAEE

[ B2 & i <R ]
BootLoader>rename config.text config.bak / /B AL E S
BootLoader>reload //BJA &

Ruijie#copy flash:/config.bak flash:/config.text //IKEMEIF

Ruijie#copy startup-config running-config



% A% H AR AR AE R AEHE DUIC B SO B %, iy 2 42008 copy flash:/config.bak
flash:/config.text, flash:/S N/, RERLNTERIT: BEHISEHIRAERNE RS flash: 51 7] LA
Ao

1.4.4 HEAFFLIRE Z0FHT
é& CLLT)
= .

B b s R SR A& 1-6 PR

Console

&

R1 PC1

‘<%{%

1-6  BSH=RTAIRE AT
®,
\NCEEED
=
X As R1BEAT SRR, FFHC BB R BU A ruijie.
o PR
=\ (&%)

o EEPRHIEE, FEHF Press Ctrl+C to enter Ctrl -+, [FINT & MR A Crl+C 8, B
aJHEN Ctrl ERar AT, &2 BB BootLoader>#E /R 15

System bootstrap ...

Boot Version: RGOS 10.4 (3b34)p4 Release (208710)

Nor Flash ID: 0xC2490000, SIZE: 2097152Bytes

Using 500.000 MHz high precision timer.

MTD_DRIVER-5-MTD NAND FOUND: 1 NAND chips(chip size : 134217728) detected
Press Ctrl+C to enter Boot .

Hot Commands:

BootLoader>
BootLoader>rename config.text config.bak
BootLoader>reload

SYS-5-RESTART: The device is restarting. Reason: Restart the whole system!.



o IKEMECIF.

Ruijie>enable

Ruijie#copy flash:/config.bak flash:/config.text

Ruijie#copy startup-config running-config

EF-RNFP: delete acpp rule failed

*Mar 14 14:28:17: %SYS-5-CONFIG I: Configured from console by console
*Mar 14 14:28:17: $SYS-5-CONFIG I: Configured from console by console

o BCEB IR IR E .

Ruijiet#enable

Ruijie#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Ruijie (config) #enable password ruijie

Ruijie (config) #end

Ruijie#*Mar 14 14:28:41: %SYS-5-CONFIG I: Configured from console by console
Ruijie#write

Building configuration...

Write to boot config file: [/config.text]

[OK]

1.5 RRAFHLK

1.5.1 AR T REMEE
[ BEEan SR ]

Ruijie#upgrade download tftp://tftpiissasIPHill/ Bl 4K .bin

15.2 AR ATHRRGIRAT
% —
g% €L EED

AEHHURATH R0 TN 1-7 s

Console

S$5750

& 1-7 ZHBARAFRIFF

10



W/ SHRINE 1-3 .

#1-3 RESHE

w & & ENO IP #b Hb F ™ #E BB A M X
S5750 Gio/1 192.168.110.1 255.255.255.0 N/A
PC1 NIC 192.168.110.2 255.255.255.0 N/A

\NECEEED

=

PN S5750 BEATHRATE B, HHTA 2 RGOS11.4(1)B12,
b PR

g% [1E R Ti)

o 5 PC 5L 1P #ibbBCE 56 2 J5 T PC LI TFTP AR%54s, BCE IERARK
ARG IR, K 1-8 Fiw.

TRz IE:‘\%%H}‘EZ&‘RG—S5?50—24GT4XS—L§#§11~J’LRGOS 1040 ({7

A3 TRTPRRS ETEISAT b

Bl 1-8 TFTP BR&SFTHIIE

o R B

Ruijie#ping 192.168.110.2
Sending 5, 100-byte ICMP Echoes to 192.168.110.2, timeout is 2 seconds:
< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/5/18 ms.

o FESZHML LA NRRA B K 6 24T

Ruijie#upgrade download tftp://192.168.110.2/S5700L RGOS11.4(1)B12P11 install.bin
%$%UPGRADE COMMAND: Upgrade the device must be auto-reset after finish, are you
sure upgrading now? [Y/N]y

11



o HHMAMEL.




System uptime:

0:00:05:26

System hardware version:

1.12

System software version: S5750 RGOS 11.4(1)B12P11

System patch number:

System serial number:

System boot version:

Module information:
S5750-24GT4XS-L

Slot O

Hardware version:

Boot version: 1.2
Software version: S5750 RGOS 11.4(1)B12P11
number: G1KDCR0001251

Serial

NA

G1KDCR0001251

1.12

1.2.25

1.5.3 AP RAFRRGIEN

Y% P
‘E% EXEED!

AP MUATHR RN 1-9 s

7y, \

Console

W
" EAY"
v

AP

WR/RSHERWER 1-4 PR,

1-9 AP JRAFFIRFH

% & ®&ED P # ot T M B ENICES
AP Gio/1 192.168.110.1 255.255.255.0 N/A
PCI NIC 192.168.110.2 255.255.255.0 N/A

%
g& CGEEED

Xt AP BEATHRATE B, HOHTAR A4 RGOS11.1(5)B9P11 .

13



3 -
%% GEESD

* f{if] Console Zi#4% AP, fi] show ap-mode &FE AP RN R G AN, HA
a&, WEHIBLT dir 4K AP BT R

BX-AP520-01l#ap-mode fat
apmode will change to FAT.

o M AP VI ARG, HUUOKMERIA TP Hilik 4y 192.168.110.1/24.

Ruijie#show ip interface brief

Interface IP-Address (Pri) IP-Address (Sec) Status Protocol
GigabitEthernet 0/1 192.168.110.1/24 no address up up
BVI 1 192.168.111.1/24 no address down down

o FHREBRAECE PC 1Y IP Mok 5k o .

Ruijie#ping 192.168.110.2

Sending 5, 100-byte ICMP Echoes to 192.168.110.2, timeout is 2 seconds:
< press Ctrl+C to break >

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/7/32 ms.

o ITTF PC A base, M4 192.168.110.1, K= F1255044°4 admin, W 1-10 FiR.

APTCEZEN

B, ES  TEENER
SAFBURAIEE ¢ IES~IETT , &3, 360%IE

[ o T e x o

& > C A TEf | 192.168.110.1findexhtm

admin

- |

=HoEE? English b

1-10 AP EXIE

14



o R “RBT — “RHETHR” — CARMTE” EI, EFIEFT AP A B,
BRI AL, W 1-11 fioR. AP AT G 7 DU an il 1-12 o,
AP WRAT R s D) v i an il 1-13 Fros.

<« C A fEg | 192.168.110.1/main.htm

Ru:ﬂe AP @WEB B&2S . aps20(wz) T

Nerworks

N
LJ

o

EHETHE WEBSIEEEF R

AR : SELAEIE A L FERI R SHIHEF RIS  ARES TENATRTHRERRES.
127 1. FHESUEEERwebEIERA T RN RS ESaENESER. 2. ERIET . RS EE

EESHIR

TESHES . JErTe @

JEEMHE . AP_RGOS11.1(5)BIP11_S1C2-1 HUEFHE

F=RZE

WebiEH &

owli=d

1-11 AP JRAEFHNE

M IEEEATERER | BORTERE
N EZAEARE , B NRER  BHE

1-12 AP JRAFEREHRRAE

192.168.110.1 B
FEEHEBED

15



o HHMAMEL.
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