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1.1 Web JIRF5 4504

Web I} 55 5 18 ok 8 SCARAE St (Hper Text Transfer Protocal, HTTP) K% iy i 3K

E’JY#E%?UEF IR R G H R ETIRE R S HL Web M DT, FFK5 Web W T2 1% 2%
S R A . Web 55 4 EEAREPIAIEM: A Web RS A MBNA Web lidsds. &

Web &A1 sr ARSI AT, HUEH Web U RIE R i, W Apache. Nginx Al
IIS 55 Web R55%5: 2 Web k5 & T g T2 iE RV IIA, I 1T 45 RRIE R %
P, B4 Web Jr 55248 — PR IR 5545 . 140, Tomcat N RS 28 T ISP ARAG A
(IENTFIEAT ;s Zend MRS 45T PHP ACRY A B MM FIIS AT o 75 H Al Ak S 284
H, SEKHERS Web IRFAHS5NE Web IRFHIBH, VSCRFRIER AN AH. Fa,
Apache. Nginx il IIS 5§ Web Ik 55 #% iJ DL I e B AH OGS E . 5 8 IR 45 45 & kil 21 RE R
SE R DU Y, X RE T8 A T iR ig A7 B g

HT AT EZELLLIFES Web RS2 A BEAR, KERECHILE “Web R4
FE4E “HPa Web IR%58%7. Web RS54 L GHE Web SUHAFAf . % P IHRERATAENT. Web
SR Web SCAE T 4 N8 PGSR Web IR 45 #s fd FEwnE 1-1 P

>
P T
& 1-1 B PIER Web BREEER0ITFE

PR30 S 2% b N URL 8531 “http://www.hxedu.com.cn”, "% 24 H3 4 . URL
B bR A HTTP iR 8, JF@ i TCP/IP Witk i R il B R 2 245 & Hihik i) Web
M2 284 . Web 5 as#Ui Btk HTTP WREE S, w50t Hab a7 b e R8P &
B index.html LS R, SRETESCIE R G0 B 4RSI SO SO N 2, S a F S
7B R HTTP 8RR G H P R e% . S E e 2R By B G, S A html X
PR EATRENT, R R 7R B0 Y 38 S
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1.2 TCP/IP thiUFS HTTP

1.2.1 TCP/IP ik

ARG EEE (OSD it EHLMNESIE RN 72 WEZE. FRERZ. WNEZ.
82 212 B ZEMNHE.

BB 5 ZMEET. HEE. MEEORE. M2 EiZEM R
o WBRE XTI 4 [ FEARE AR s X 28 2 A SR ST RS AR S i = 4%
JZ R RICE SCTE B A 30 X A B AR 4% R R R L AR 2 TR O T
R 28 v P A 2 2 ) (R4S AR s SO 2 S e 8 7 BAR R R 4 B .

TCP/IP Bl S0 A2 S B 1) E B P, Hh N A JZ @ %5 DNS. FTP. HTTP.
IMAP. LDAP. RTP. SSH. Telnet. TLS/SSL Z:¥pi¥; f&%i/ZH+E TCP. UDP. RSVP.
SCTP &5 il; M4 )JZ4FE IP (IPv4,IPv6). ICMP. ECN. IGMP 25 Wi M2 1 255
ARP. PPP. Ethernet. DSL. ISDN. FDDI ¥l . EARGEUMLUIEGLTEN Wikipedia 1]
TCP/IP i 4

TCP/IP P AL S 2 i i A S 42 i B0 ( Transmission Control Protocol, TCP) FlIH.
EIRR 2 R 8 X R BLZE P (Internet Protocol, IP) SKan44, A& LA AHIX AN P S Bk .
Her, TCP &—Fp &, WEEM . BT WRNMAERYNG P @ LT Fh 75 AE
L 2R 54

1.2.2 HTTP

HTTP ZRMHZ P, T2 T SRR T S 4, TSR 45 MR Sors, 3
Hh s RO SR IR AS At fl BRSO B, AEMIE A DT wl _bay U ey — A
R, A —AMIT w2, XML w2 ATRURE M A R DK B AR R T
HTTP % (RAEIX LSS T2 8] (K JC S8 BE 4%, I3 R ol B 12 A0 L X D B Al SC AP 3k 31
JR b

HTTP & RKma R phse,  BIZe 7 i A i 55 s At SR VE S, I 55 e AR 15 SRV 2 07
AT SRS M R L, IF AT R B 4 % P . HTTP JH B ASCIL 4ifid,
Ho L1 R BARHS % 5 ERHINE N (Augmented BNF) & XU F .

HTTP-message = Request | Response
Request = Request-Line
*(( general-header

| request-header

| entity-header ) CRLF)
CRLF
[ message-body ]

Response = Status-Line
*(( general-header

| response-header
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| entity-header ) CRLF)

CRLF

[ message-body ]
Request-Line = Method SP Request-URI SP HTTP-Version CRLF
Method = "OPTIONS"

| "GET"

| "HEAD"

| "poOST"

| "PUT"

| "DELETE"

| "TRACE"

| "CONNECT"

| extension-method
extension-method = token

Request-URI = "*" | absoluteURI | abs_path | authority

general-header = Cache-Control
| Connection
| Date
| Pragma
| Trailer
| Transfer-Encoding
| Upgrade
| Via

| Warning

request-header = Accept
| Accept-Charset
| Accept-Encoding
| Accept-Language
| Authorization
| Expect
| From
| Host
| If-Match
entity-header = Allow
| Content-Encoding
| Content-Language
| Content-Length
| Content-Location
| Content-MD5
| Content-Range
| Content-Type
| Expires
| Last-Modified

| extension-header

Status-Line = HTTP-Version SP Status-Code SP Reason-Phrase CRLF
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Status-Code = "100"

response-header = Accept-Ranges

"101"
"200"
"201"
"202"
e
"204"
"205"
"206"
"300"
"301"
RE 7
"303"
"304"
"305"
"307"
"400"
"401"
"402"
"403"
"404"
"405"
"406"
"407"
"408"
"409"
"410"
"411"
"412"
"413"
"414n
"415"
"416"
"417"
"500"
R
WG
"503"
"504"
"505"

’

’

’

Continue

Switching Protocols

OK

Created

Accepted
Non-Authoritative Information
No Content

Reset Content

Partial Content

Multiple Choices

Moved Permanently

Found

See Other

Not Modified

Use Proxy

Temporary Redirect

Bad Request

Unauthorized

Payment Required
Forbidden

Not Found

Method Not Allowed

Not Acceptable

Proxy Authentication Required
Request Time-out
Conflict

Gone

Length Required
Precondition Failed
Request Entity Too Large
Request-URI Too Large
Unsupported Media Type
Requested range not satisfiable
Expectation Failed
Internal Server Error
Not Implemented

Bad Gateway

Service Unavailable
Gateway Time-out

HTTP Version not supported

extension-code

Age
ETag

Location

Proxy-Authenticate
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MR LT A B S0k 0dIA, — 4> Request-Line AJLAFR/RN “GET http://www.w3.
org/pub/WWW/TheProject.html HTTP/1.1”. 7E RFC 2616 #Hi#, HTTP NX 3%
Fou ok S SRV B vk, AF HTTP/LL Whilt, KidsKRi8 B 7775~ GET. HEAD.
POST. PUT. DELETE. TRACE. OPTIONS Al CONNECT % 8 Fh /52,
o GET HiEF/REIERRMUEF 2 I 5IR, @1 html T, jpg FMESCHFSE . GET RAE
KW BN IRIEAE, JEAREAREATERAE (. WIBR. BeE.

e HEAD 777445 GET JiE3R1GHm N —5, HERmRPE S R head, ALH
body. XANIEESRBUCE BN IEEE R Hlan, ZRE—A RN HHSE
FR, FEA T EMRSS A e RAE B A E X AN SO, TR R X e R ke 3
Ny S HT head H o

o POST J5 ik 1ih SRR 55 i B St 26 70 1 SR 91 J2 H (R 00dl sk, o LA Dol () B
JE VR EHE 2 URIL 1 Web BEH . F357E POST & 3R 31 2 A i s mT LA IR
PF5I32 . Web TUTH H 75 ZHRAC B . AR i — % BN

o PUT JiEH TH R MR 55 #5018 SR I 2 A I 8008 SR A7 it 2248 € 1 URT . W12 URI
fa I AR R, A O Se A B C S A AR B a0 URI 48 [n) 1) 5
ANFELE, WK I3 SR 7= NIk URT 45 [ (1) BE U5

e DELETE 7% H Ti& R M Bk 48 & 1 58

o TRACE J5i% T3 SRk o i) IR 25 25 K 1 B V8 J2 B 0] 15 SR 9 J2 0 508 A Jn 210475 3K 9 U2,
NI 207 i e 0% 18 BV SR 9 2. 1) e e I A R 7 B AR A

o OPTIONS J7iEH T8 R M 55 # 1% 0] H Re % SCHF ) HTTP 8 3K 7772

e CONNECT FiEBiEREREHBET TCP/IP @i, XFEM B 2 T m
HTTPS i@ i JE 0% (1) HTTP Q3

B R ETEMVEMSE, 5% 20 RFC 7231 BH3URT RFC 5789 Hhill. A se
36 T CVE GET A1 HEAD 287 B8 SR T BALFE

TRV SR DUT 43855 2%

o AHRAT: FIRFHIE R BRBFIE R TR URL. %4, GET/web/index.html 3

TN SRIRHUR 5% 288 BN BB SR 42 T Web H 1 index.html W 7T

o SR TEFIRANES, A RSKIEIIAE KBRS A HE, s
Bk skkim 48k, HEMAERKE SN parameter: value. #IUl, Accept:
text/plain J& Accept ki, HAH text/plain FRnmaiyE &) &R0
TN text/plaine

o — T ().

o VHEE (W) TEVERATANE RS AT LAILAFT S “<CR><LF>" 452, 1E%F
T RATHS “<CR> <LF>", AREHIIZME. /£ HTTP/LL Brilh, BRT head 3k
B, HAhE R IIRAT A ATk .

5598 SR B XS L ) 2 MR 55 25 25 75 7 i (R e LY B o MRl LV R DR 4 3553 2E k.

o WARCRASAT: HAMEESRSHEMERAZE. #la, “BaTTP/1.1 200 OK” FIRN
B vt i SR B o

o MR Ik HegHmNSHEE . BlW, “Content-Type:text/html” K
NETH SRR RS KON “text/html”,
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o —NTAT (r/m)s
o HEAR: AE R S B AR S
B, —ANESRE B SR

GET /index.html HTTP/1.1

Host: www.example.com

Hi 5% a4 RO BT B

HTTP/1.1 200 OK

Date: Mon, 08 May 2017 22:38:34 GMT
Content-Type: text/html; charset=UTF-8
Content-Encoding: UTF-8

Content-Length: 138

Last-Modified: Sun, 08 Jan 2017 12:21:50 GMT
Server: Apache/1.3.3.7 (Unix) (Red-Hat/Linux)
ETag: "3f80f-1b6-3elcb03b"

Accept-Ranges: bytes

Connection: close

<html>
<head>
<title>An Example Page</title>
</head>
<body>
Hello World, this is a very simple HTML document.
</body>
</Html>

1.3 socket Zif%

socket ZHE RGH LI TCP/IP SEd 5 il N AR P 0 (APD. @i A socket
REf sl 2 G BN R T S AL . socket 43 A% 7 bty AR 45 ity P FOIR 28, e AR AR 45 i
ﬁ(ﬁiﬁcﬁﬁ?ﬂﬁ%%ﬁﬁ’ﬂﬁﬁo TEHRFERLFEN TCP RS #BLALF, socket 2 1 FHIT
MRS WAL N “Server Code”. BN EA &, I wE — Mt 1. SRJEHH
BEENOIRES, FFRHZEMRIEIT 4. —BEAR miERIER, 5% imesr—4
FHEREE, AR EE R S SO 5% P AT IEE, R R S5 b
G, BT DL IXANMEIE G . B a kSR THZE AT A, B EIA BT IR v 0% E B
Ko BT,
E Linux R4, W& TCP/AP FE4i i) EEH VA LR 6 Fire
o RH socket () HT WM —FH TIBE 1 socket FHIRFF, HFAEIE SCRLTAEH
CiBESTHRE fopen () FTHF XA IFIR [l — AU A FF i_iilﬂif”i;ﬁ:,
RERENT SCAF AT 10/ '5 o DR kbl Jh b R B30 [T 1Y) socket 13 137 B8 X115 15 S AT 152
BAE N HAKREEE O,

int socket (int protofamily,int type,int protocol)

1% [BE NI ERAE socket HIHE IR T .
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ZH protofamily FoRFTH#EH MNP, £H AF INET. AF INET6. AF
LOCAL “5#UA MR 1Pv4. IPv6. SCIFERARSERALE A M. Ban, MM AF INET
TENIL R B ST, AEIBAR I 5 2245 5E 32 AL TPv4 itk Alds 15, 41 127.0.0.1:8080-

ZH type HITHRE socket KA, WHIMZHKAA SOCK STREAM. SOCK DGRAM #l
SOCK_RAW. SOCK_STREAM e [ [ 4% ) W] 5 H XU ) B i il A5, A3 i Hcdls $2 iU 21
ik, —fENHAE TCP Prid i BA%i%; SOCK _DGRAM & i [Al B 1k nl S 4E E, —
fE ML HIAE UDP Bl SOCK_RAW s $if BL 4 [ W) 2% B8 11 i 3 B4 WAL iR 4 1 0 40 4 5
socket () EITILIB EL T LR RATEF . B S ot B oo MRk R se

ZH protocol Fux socket LRI, HEMEH IPPROTO_TCP. IPPROTO_
UDP. IPPROTO STCP. IPPROTO TIPC %%, /N HF TCP f4ithil. UDP &4t
. STCP {4l TIPC L4 P

%40, int clientsock fd=socket (AF_INET, SOCK STREAM, 0),

socket 7% J 3iiy- il 55 i A 5 AR AT 1-2 s

- W 25
—
e
T I ol
. s R

- (el

e HREHTR > 120 - -

| b |

! I % o :

55 28 61 P et
| , -4
L T

1-2  socket B Fif-BR FimMBERIE

o R bind () HTH socket {iRFF 548 HhELPE . bind () & MRk 55 b 1 FH Y BR
B, Rkghw BRI g 5. BN e B AR iE Mg 05, FrbAER
P H AR E bind (), HEARERE T,

int bind(int sockfd, const struct sockaddr * addr, socklen t addrlen)

Hav, 28 sockfd A socket fiid T (H socket () RE74); addr Nitbht$a4%l,
TR EN sockfd ZPE M bl . Mo bk B 4E 45/ 2 5 G & socket i £ I ) Z %
protofamily —#. i, Wk protofamily Z4{HN AF INET, M| addr F&[A—4
IPv4 k45 sockadd in; WIER protofamily Z¥{f N AF INET6, W] addr F&[n)
—/~ IPv6 [HENESEH) sockaddr in6; WIR protofamily Z#({N AF LocaAL, NI
addr M —MEERL M sockadr un. % addrlen ALK .
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o PRHL listen () EEM TS5, MRS NIIRETEE socket MR FTH A
B FERANEREUS, f7ER socket #IRFPR A NMINIIRES, I T-8545 1 P 4
R, AR AT

int listen(int sockfd, int backlog)

Hrh, 2% sockfd FI~ socket #iiR fF, backlog FnI socket 1 LAHE A2 HEP\ 1% 4%
R
o MRH connect () HT NFREN socket FHIARF 5 MRS w i bk 2 ST % Hz . LR AL
1% P, AE152 7 s Be % ) IR 55 o R R e g:,  H AR Es A F .

int connect (int sockfd, const struct sockaddr *addr, socklen t addrlen)

Hrr, 24 sockfd FIn socket {iRTF, addr MRS uGIHLEE, addrlen JyHbhE
K.
o R accept () RARMEAT MWK NI socket REBSHECE SR, [FIBS thpk s
PHZEMAIZRFE, B3R b5 0 socket @ iER:, HEARREUHE R WF.

int accept (int sockfd, struct sockaddr *addr, socklen t *addrlen)

Hr, 2% sockfd RN THIIRE T socket #IRFF, addr TR [EI% /]
kb, addrlen A% bk FIHC R .
accept () 13 [BIME 9 ik 55 3 15 % 7 il G2 SRS, BB sz —A socket #ifiid
/., AT SR mEGE. N ABEL—A socket AR ? XK AALEMITIRET
) socket R BT P ERAE R, — BARENERIES, accept () Mg r—
A socket 5% Fuiii socket #EATIEAG . XFEREMTIRSS 48 5 2% P um [ R EFIEE CH—4
B, MRS A — socket 5 HX R
o ¥ read()/write(), I socket RS UVESCAFIATT, 1ZRRECS U HRAE BREL
—Ff, ATILE socket HIIELE ANMEE, PLSCILTH BB AR A BRIt 4h,
socket () P EHE recv () /send () sendto()/recvfrom() fl sendmsg () /
recvmsg () o
o ¥ close () HITRMIFEER] socket, FFRETABTIE .
738k, socket SCHF TCP. UDP 1 1P S5 PhSGE(E . AT, FEKJE TCP/IP Wil
fill RN ZEE HTTP B9SE3. R 752 nweb () TG, B, 2/ umfidiEmd
socket [A1FRE &5 as & T —A HTTP WHE, HHKZIER ML helloworld.html; X
R 55 #SAE socket i I, HZEL HTTP VB, BHUE P umds @ M TN, IRBILNAES A
5% P @S socket H1y g fE A PRI TUE B S, K BATEN RS &, IFC
M1 socket.
fE TCP % 3, socket £z F I HURA AL, 0 N s, HE ey e
5, 1A IRSS A AORTERIF@SERGEIE . AREEd By SN SRS ASHEATHG; &5
fBete)E, RHNXAEREIE.
/* Client Code*/
/* The following main code from https://github.com/ankushagarwal/nweb, but they are

modified slightly */

#include <stdio.h>



#13 wen msurrnn /AN

#include <stdlib.h>
#include <unistd.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

#include <arpa/inet.h>

/* IP address and port number */
#define PORT 8181 /758 T, — RO ARG A i 5 80
#define TP _ADDRESS "192.168.0.8" //5E RS Tp Hudik
/* Request a html file base on HTTP */
char *httprequestMsg = "GET /helloworld.html HTTP/1.0 \r\n\r\n" ;
//ESHTTP HRHE, HIVEK helloworld.html 3CfF

#define BUFSIZE 8196

void pexit (char * msg)
{
perror (msg) ;
exit (1) ;
}
void main ()
{
int i,sockfd;
char buffer [BUFSIZE];

static struct sockaddr in serv_addr;

printf ("client trying to connect to %$s and port %$d\n",IP ADDRESS, PORT) ;

if ((sockfd = socket (AF_INET, SOCK STREAM,0)) <0) / /IR P socket
pexit ("socket () error");

serv_addr.sin family = AF INET; //WE socket Jy IPv4

serv_addr.sin addr.s_addr = inet addr (IP_ADDRESS); //WEE#EIRS N 1P Hilik

serv_addr.sin port = htons (PORT) ; / /BB R RSS2 v S

/* EEARE RS A/
if (connect (sockfd, (struct sockaddr *)é&serv_addr, sizeof (serv_addr)) <0)

pexit ("connect () error");

/* BEBRIYE, B socket EEHEIE A1 RS A K IETERTE S */
printf ("Send bytes=%d %$s\n",strlen (httprequestMsg), httprequestMsqg) ;
write (sockfd, httprequestMsg, strlen (httprequestMsqg)) ;

/* BT socket HREYE, HHURSERMMINEE, Bl helloworld.html XHHZ; WHRRTE web W
BEAE I R, T web AR R AR HE 15 2 SN AT web DUHITE S * /
while ( (i=read(sockfd,buffer,BUFSIZE)) > 0)
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write(l,buffer,i);
/*close the socket*/

close (sockfd) ;

TCP A& uRAS W N Frr. H, B4 extensions FEHKAI nweb i 5 7%
REBE SCREII OISR AY ;. Logger () FEEH T m) % 7 o i [B] il 45 2% 9 30 S IR ST S (g B
fRA%4 403 [¥) Forbidden 8 2RI RACAS A 404 () NOT FOUND ), JFEMHKNAESA
HEXEs web () HSEM socket HELEUIFAENT HTTP VH2, A5 LR E RSN A,
FrA R HTTP B0 S L, a0 S S 5 N8 5E socket.

TE TCP H55im £ RBURFEY, BN SE arge M argv #HATHIWAI AN A, HI%E
ERZMN argy S8R 453050 5 FIR GUAERUE S . a0, $HUTHr4 nweb 8181/home/
newdir, fEZHFE argv[1]HRAFE 8181 FfFH: fE argv[2] H{RfF/home/newdir
TR . ARG BRI socket, FFiEIE bind () FFik socket 6 RfE wum 1 GEIS S E L5
sockaddr in SEH, ffiH listen () E L socket AR, FHERATHZELE accept ()
frE. BERER S RS @R, 1X S BR BRI (5] 5 % P i S S 1) socket #i IR
o MRIEIL socket #IARF, A web () XFH A G RMUE mI N, FHHE Bdx2 HES
e

/*Server Code*/

/* webserver.c*/

#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>
#include <errno.h>
#include <string.h>
#include <fcntl.h>
#include <signal.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#define VERSION 23
#define BUFSIZE 8096
#define ERROR 42
#define LOG 44
#define FORBIDDEN 403
#define NOTFOUND 404

#ifndef SIGCLD
# define SIGCLD SIGCHLD
#endif
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struct {
char *ext;
char *filetype;

} extensions [] = {
{"gif", "image/gif" },
{"jpg", "image/jpg" },
{"Jpeg", "image/Jjpeg"},
{"png", "image/png" },
{"ico", "image/ico" },
{"zip", "image/zip" },
{"gz", "image/gz" },
{"tar", "image/tar" },
{"htm", "text/html" },
{"html", "text/html" },
{0,0} }s;

/* HERE, BisirdEFritns Bt E webserver.log XfFH*/
void logger (int type, char *sl, char *s2, int socket fd)
{
int fd ;
char logbuffer[BUFSIZE*2];
/R SR, SN Logbutfer FHTEAF, BUEENAH Bl socket MIEIR B4 b * /
switch (type) {

case ERROR: (void)sprintf (logbuffer,"ERROR: $%$s:%s Errno=%d exiting pid=%d",sl, s2,
errno, getpid());

break;

case FORBIDDEN:

(void)write (socket fd, "HTTP/1.1 403 Forbidden\nContent-Length: 185\nConnection:
close\nContent-Type: text/html\n\n<html><head>\n<title>403 Forbidden</title>\n</head>
<body>\n<hl>Forbidden</hl1>\n The requested URL, file type or operation is not allowed
on this simple static file webserver.\n</body></html>\n",271) ;

(void) sprintf (logbuffer, "FORBIDDEN: %s:%s",sl, s2);

break;

case NOTFOUND:

(void)write (socket fd, "HTTP/1.1 404 Not Found\nContent-Length: 136\nConnection:
close\nContent-Type: text/html\n\n<html><head>\n<title>404 Not Found</title>\n</head>
<body>\n<hl>Not Found</hl>\nThe requested URL was not found on this server.\
n</body></html>\n",224) ;

(void) sprintf (logbuffer, "NOT FOUND: %s:%s",sl, s2);

break;

case LOG: (void)sprintf (logbuffer," INFO: %s:%s:%d",sl, s2,socket fd); break;
}

/* ¥ logbuffer ZAFHMIHEAFN webserver. Log X+ /

if ((fd = open ("webserver.log", O CREAT| O WRONLY | O APPEND,0644)) >= 0) {

(void)write (fd, logbuffer,strlen (logbuffer));

(void)write (f£d, "\n", 1) ;

(void) close (fd) ;
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/* BERREGERR T RS S IR, Bl TR S i R IE N R AR e IR BRI P miE SR IS, MR S
44 WA HKE S ST NGRAE, FRAE ARSI BT TP WA NYH R el RS 3 5% 7 i) socket I [ iR
[ HTTP M Sy B+ /

void web (int fd, int hit)
{
int j, file fd, buflen;
long i, ret, len;

char * fstr;

static char buffer [BUFSIZE+1]; /* WEBHSEMNX */
ret =read(fd,buffer,BUFSIZE) ; /* WEREETE s P i E SRR */
L (e = | ret == -1) { /% GO EECR P i SR, AR e ik HTTR RIS RAE
B~/
logger (FORBIDDEN, "failed to read browser request","",fd);
}
if (ret > 0 && ret < BUFSIZE) /* REAERTRS, PWEEFREIHRRN 0 ~/

buffer[ret]=0;
else buffer[0]=0;

for (i=0;i<ret;i++) /* BBRIEEFRSRRE “cE” M “LE” FF*/
if (buffer[i] == '\r' || buffer[i] == '\n")
buffer[i]="*";

logger (LOG, "request",buffer,hit);
/*FIWi%s i HTTP 15 RKIE SRR GET 28, AnSAR, 25 HhAR 2 i B23E S5+ /
if ( strncmp (buffer,"GET ",4) && strncmp (buffer,”"get ",4) ) {
logger (FORBIDDEN, "Only simple GET operation supported",buffer, fd);
}

for (i=4;i<BUFSIZE;i++) { /* null terminate after the second space to ignore extra
stuff */
if (buffer[i] == " ') { /* string is "GET URL " +lots of other stuff */
buffer[i] = 0;
break;
}
}
for (3=0;3<i-1;3++) /* TEH BRI, AARVFBREHIL <. */
if (buffer([j] == '.' && buffer[j+1] == '.") {
logger (FORBIDDEN, "Parent directory (..) path names not supported",buffer, fd);
}
if( !strncmp (&buffer[0],"GET /\0",6) || !strncmp(&buffer[0],"get /\0",6) )

/* ISR SR S A A RS 4, MR BRI SCfF 44 index . html */
(void) strcpy (buffer, "GET /index.html") ;

/* ARETE XAE extensions HISCHREY, R i RSOOSR IY R T A MRS 25 HF */
buflen=strlen (buffer) ;
fstr = (char *)O0;
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for (i=0;extensions[i] .ext != 0;i++) {
len = strlen (extensions[i].ext);
if( !strncmp (&buffer[buflen-len], extensions[i].ext, len)) {

fstr =extensions[i].filetype;

break;
}
}
if(fstr == 0) logger (FORBIDDEN, "file extension type not supported",buffer, fd);
if (( file fd = open (sbuffer[5],0 RDONLY)) == -1) { /% FIFEHR R S/

logger (NOTFOUND, "failed to open file", &buffer[5], fd);

}
logger (LOG, "SEND", sbuffer[5],hit) ;

len = (long)lseek(file fd, (off t)0, SEEK_END); /* B 1seek FREUCAFACEE*/
(void) lseek (file fd, (off t)0, SEEK SET); /% R SCERE R R S B AL E </
(void) sprintf (buffer, "HTTP/1.1 200 OK\nServer: nweb/%d.0\nContent-Length:

%$1d\nConnection: close\nContent-Type: %$s\n\n", VERSION, len, fstr);
/* Header + a blank line */
logger (LOG, "Header",buffer,hit);
(void)write (fd,buffer, strlen (buffer));

/% AMEHASCAF RO A AR, 8 socket MIE T %5 ik 8] SR N A+ /

while ( (ret = read(file fd, buffer, BUFSIZE)) > 0 ) {
(void)write (fd, buffer, ret) ;

}

sleep(l); /* sleep KEFRPIILIEERKH, BRI socket MBI */

close (fd) ;

int main(int argc, char **argv)
{
int i, port, listenfd, socketfd, hit;
socklen t length;
static struct sockaddr in cli addr; /* static = initialised to zeros */

static struct sockaddr in serv_addr; /* static = initialised to zeros */

/* [T & S 4/
if( argc < 3 || arge > 3 || !strcmp(argv[l], "-2") ) {

(void)printf ("hint: nweb Port-Number Top-Directory\t\tversion %d\n\n"
"\tnweb is a small and very safe mini web server\n"
"\tnweb only servers out file/web pages with extensions named below\n"
"\t and only from the named directory or its sub-directories.\n"
"\tThere is no fancy features = safe and secure.\n\n"
"\tExample:webserver 8181 /home/nwebdir &\n\n"
"\tOnly Supports:", VERSION) ;

for (i=0;extensions[i] .ext != 0;i++)

(void)printf (" %$s",extensions[i].ext);
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(void) printf ("\n\tNot Supported: URLs including \"..\", Java, Javascript, CGI\n"
"\tNot Supported: directories / /etc /bin /lib /tmp /usr /dev /sbin \n"
"\tNo warranty given or implied\n\tNigel Griffiths nag@uk.ibm.com\n" );

exit (0);
}
if( !strncmp (argv[2],"/" ;2 ) || !strncmp(argv([2],"/etc", 5 ) |
!strncmp (argv([2],"/bin",5 ) || !strncmp(argv(2],"/1ib", 5 ) |
!strncmp (argv([2],"/tmp",5 ) || !strncmp(argv([2],"/usr", 5 ) |
!strncmp (argv([2],"/dev",5 ) || !strncmp(argv([2],"/sbin",6) ) {

(void) printf ("ERROR: Bad top directory %s, see nweb -?\n",argv[2]);
exit (3);
}
if (chdir(argv(2]) == -1){
(void) printf ("ERROR: Can't Change to directory %$s\n",argv[2]);
exit (4);

/% FESLRRSS A AIVT IR socket*/
if ((listenfd = socket (AF INET, SOCK STREAM,0)) <O0)
logger (ERROR, "system call","socket",0);
port = atoi(argv[l]):;
if (port < 0 || port >60000)
logger (ERROR, "Invalid port number (try 1->60000)",argv[1l],0);
serv_addr.sin family = AF INET;
serv _addr.sin addr.s addr = htonl (INADDR ANY) ;
serv_addr.sin port = htons(port);
if (bind(listenfd, (struct sockaddr *)é&serv addr,sizeof (serv_addr)) <O0)
logger (ERROR, "system call","bind",0) ;
if( listen(listenfd, 64) <O0)
logger (ERROR, "system call","listen",0);
for (hit=1; ;hit++) {
length = sizeof (cli_ addr);
if ((socketfd = accept(listenfd, (struct sockaddr *)&cli addr, &length)) < 0)
logger (ERROR, "system call","accept",0);

web (socketfd,hit); /* never returns */

1.4 JFRABE 5N

ABRIFERAEE, RIS S . e m A vim, gee/g++A1 gdb K58 K.
P vim B2 S 2 A FH T VEE & AR OCSCHR . g SVRACRSER T vim, &R DAfE
F emacs. sublime text FIHAMSCA GBS TH . 54b, AP RKAELEK LA make XTHH
TAEF AR Z AR SO AT e g i

MR E S ANE: — Tl rtaegit. Wl THRN vmstat. iostaty iotop.
netstat. perf Al http_load; 73 —77 172 Web k%5 #H@ T ZH IEMPENA TH —— Web J%
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7%, W Chrome. Firefox 8¢ IE.

PLE T EB A BAEA RO E, BAAME 1-2 Frox. http_load 1 Web 31 Yo 2544 4 51
BRNE 0, 5l ORI Web IR %5 #5 DhREMIERE . vim. make. GCC/g++. GDB.
vmstat. iostat. iotop. netstat Ffl Perf ¥ETEMRS 2%, ARG S g IR S e
J¥, HiET CPU. WAF. WidE. WEgPEREG AN AR 3 PR RE 0 #T -

fR5eE
N vim make GDB
BRI
hitp://--- ——— vmstat | |GCC/g++ | Perf
Webl| 58 poa
iostat iotop netstat

1-3 FRAMATE T AHERE
1.41 GCC

GCC & GNU WiH FH— M mFERSG, USRS MEFNHRPE. AR EE0EE
CIEF MR E HmES LT . GCC R P B 7 I A3 & TRAL B (Pre-Processing) 4
Pt (Compiling). V%% (Assembling) Fl%%E#% (Linking) 4 M Bt AN BN NAS [F] P 25
ERSNIRETTTT

o TARLIEM E

ZH BT C 1B F RS P S R % . i #include 184, ESCHAFRIAH AL
BIAGIAWSA:: RlYE4detine 84, BAIDHHAHRN 2 B 4 s U748 o 1M BT
DIMEH gee a2 “-8” SZHCRTERH. #ilin:

gcc -E client.c -o client.i

Xt client.c CHHEATTIACEE, FHBEFCELERRAN client .1 M. FTHF
client.i Xff, MRIBWMF, Ko KMAEE X FF#include TR ERA T AL
AN, HHH main () PR8N BAR E EUE .

#577 "/usr/include/sys/socket.h" 3 4
struct msghdr ({

void *msg name;

socklen t msg namelen;

struct iovec *msg iov;

int msg iovlen;

void *msg _control;

socklen_t msg_controllen;

int msg flags;

}i
# 577 "/usr/include/sys/socket.h" 3 4
struct cmsghdr {

socklen_t cmsg_len;
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int cmsg level;

int cmsg type;

i

# 668 "/usr/include/sys/socket.h" 3 4
struct sf hdtr {

struct iovec *headers;

int hdr cnt;

struct iovec *trailers;

int trl cnt;

bi

int accept (int, struct sockaddr * restrict, socklen t * restrict) asm(" " "accept" );
int bind(int, const struct sockaddr *, socklen t)  asm(" " "bind" );
int connect (int, const struct sockaddr *, socklen t)  asm(" " "connect" );

int getpeername (int, struct sockaddr * restrict, socklen t * restrict)
asm(" " "getpeenme";
int getsockname (int, struct sockaddr * restrict, socklen t * restrict)

"

asm (" " "getsockname" );

int getsockopt (int, int, int, void * restrict, socklen t * restrict);
int listen(int, int)  asm(" " "listen" );

ssize t recv(int, void *, size t, int) _ asm("_" "recv" );

ssize t recvfrom(int, void *, size t, int, struct sockaddr * restrict,socklen t *

restrict)  asm(" " "recvfrom" );

ssize t recvmsg(int, struct msghdr *, int)  asm(" " "recvmsg" );
ssize t send(int, const void *, size t, int) asm(" " "send" );
ssize t sendmsg(int, const struct msghdr *, int)  asm(" " "sendmsg" );

ssize t sendto(int, const void *, size t,int, const struct sockaddr *, socklen t)
sm(" " "sendto" );

int setsockopt (int, int, int, const void *, socklen t);

int shutdown (int, int);

int sockatmark(int)  attribute ((availability (macosx,introduced=10.5)));

int socket (int, int, int);

int socketpair(int, int, int, int *)  asm("_ " "socketpair" );

int sendfile(int, int, off t, off t *, struct sf hdtr *, int);

int i,sockfd;
char buffer[8196];

static struct sockaddr_in serv_addr;

printf ("client trying to connect to %s and port %d\n","192.168.0.8",8181);
if ((sockfd = socket (2, 1,0)) <0)pexit ("socket() error");

serv_addr.sin_family = 2;
serv_addr.sin_addr.s_addr = inet_addr("192.168.0.8");
serv_addr.sin port = ((_uintl6 t)( builtin constant p(8181) 2 ((_ uintl6 t) ((((_ _
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uintl6 t) (8181) & Oxff00) >> 8)|((( uintlé t) (8181) & O0x00ff) << 8))): OSSwapIntlé
(8181))) 7

if (connect (sockfd, (struct sockaddr *)é&serv addr, sizeof (serv _addr)) <0) pexit

("connect () error");

printf ("Send bytes=%d %$s\n",strlen (httprequestMsg), httprequestMsqg) ;
write (sockfd, httprequestMsg, strlen (httprequestMsqg)) ;

while( (i=read (sockfd,buffer,8196)) > 0)

write (1,buffer,i);

close (sockfd)

o URIFMER
FERER B, GCC A SR A, JFf C 1 5 AU 1 BRI iAW . B BT
LMER] goc i@t “-s” ZHCREM. Hlin:

gcc -S client.i -o client.s

B client.c WIILSmARHE X client.s. BAWMATLLEZEMEH “geec -5
client.c -o client.s” 25 ImACHE AL B, I A B0 335 T Ah 35 AV 9 7 S Y
B. Bk client.s LIS BRI,

.section ~ TEXT, text,regular,pure instructions
.macosx version min 10, 12
.globl _pexit
.p2align 4, 0x90
_pexit: ## Qpexit

.cfi startproc

## BB#0:
pushg Srbp
LtmpO:

.cfi def cfa offset 16
Ltmpl:

.cfi offset %rbp, -16
movqg %rsp, Srbp
Ltmp2:

.cfi_def cfa register %rbp

subg $16, %rsp
movqg %rdi, -8 (%rbp)
movqg -8 (%rbp), %rdi
callg _perror

movl $1, %edi
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callg _exit

.cfi_endproc

.globl _main
.p2align 4, 0x90
_main: ## @main
.cfi startproc
## BB#0:
pushg $rbp
Ltmp3:
.cfi def cfa offset 16
Ltmp4:
.cfi offset %rbp, -16
movq $rsp, %rbp

Ltmp5:

o SLERMTER

FEBEBT B GCC Rl g e oy — ik H ARG . BB gec drd iy “-c”

SRR i

gcc -c client.s -o client.o

FIFEW A PUER “gcc -c client.c -o client.o”

Ay VELEHEAT AL L g 1

FNC g = B b3 . £ “gec -g -0 client.o client.c” wid )G, A LIfE
H “objdump -s client.o” M AA C 5 PR L HX Mg R A H, H

BRFCRIT

; printf("client trying to connect to %s and port %$d\n",IP ADDRESS,PORT) ;

100000ccc: DbO 00 movb $0, %al

100000cce: e8 b9 01 00 00 callg 441
100000cd3: bf 02 00 00 00 movl $2, %edi
100000cd8: be 01 00 00 00 movl $1, %esi

100000cdd: 31 d2 xorl sedx, %edx

; if ((sockfd = socket (AF INET, SOCK STREAM,0)) <0) //#H#E 1%/ socket

100000cdf: 89 85 ed4 df ff ff movl Seax, -8220(%rbp)
100000ce5: e8 ae 01 00 00 callg 430

100000cea: 89 85 e8 df ff ff movl %eax, -8216 (%rbp)
100000cf0: 83 £8 00 cmpl $0, %eax

100000cf3: O0f 8d Oc 00 00 00 jge 12 < main+0x65>
100000cf9: 48 8d 3d 85 02 00 00 1leaq 645 (%rip), Srdi

; pexit ("socket () error");

100000d400: e8 7b ff ff ff callg -133 < pexit>

100000d05: 48 8d 3d 6d 02 00 00 leaq 621 (%rip), %rdi

; serv_addr.sin family = AF INET; //%E socket IPv4
100000d0c: c6 05 66 03 00 00 02 movb $2, 870 (%rip)
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; serv_addr.sin addr.s addr = inet addr (IP_ADDRESS);//W& Ip Hili:

100000d13: e8 68 01 00 00 callg 360

100000d18: 48 8d 3d 59 03 00 00 leaq 857 ($rip), %rdi
100000d1f: ba 10 00 00 00 movl $16, %edx
100000d24: 89 05 52 03 00 00 movl $eax, 850 (%rip)

. ENE
I EL, GOC St H RS 1a 155/ — bl RS (R S P et — 2, A
AT SRS

gcc client.o -o client

FIFEWTLMER “gecc client.c -o client” m&f Lk 4 MrE—EIAT, FF
A AT AT

Br T AU ERBFEN B SEERS, H LN — RS HET R H .

-include file AT IIAFEN KRB, Wir4d “gec client.c -include
/usr/include/example.h”, fE4mi¥F client KRS, FHEAFH example.h HISLCA

-idir BIEAR, % GCC BENFEMRMLH “4include file.h” B, NETEMHTCHF
HERAK file.h 0, WREAKR, #izlshy Hxhi rad. Eiadiae Bx
&, GCCH¥ & Jefedie Bl T a4k, WA B0 F4% FaR AT 247 B4 .

-1library HTH8%E GCC {EREB M B3 I 22 S A

-1dir HT48%E GCC B BUE SCHFFTfE % A2

B, “gec-o webserver webserver.o-L.-ldisplay” fii%, # webserver.o
AL 1ibdisplay. so #EEEE—, HAERTTPATIET webserver.

-g MEH R IE R 2R RE R, XEE Er it GDB St as A .

-static AT GCC 4B I Ao

-shared HT GCC 4= ah#s .

-£PIC RS AL E T RHIARD .

Bl 4, “ gcc -shared -fPIC display.c -o libdisplay.so” ¥ 4 ik
libdisplay.so SHASHEEE .

-std Fx GCC 3ZHF Cifi FhniE, HEBUEA €89, €99, gnu99 &5, FIRHIFHH
CiBSM AWM. Blil, “gecec -std=C99 client.c -o client” @y & KR~
client.c MMHFH CIEF 1999 FFMRAINMEMITHRE -

-pedantic WI{EAZY GCC EHBER, FARFEAHIIE B brdE FIRARD AT AR,
TR A A L )

-wall BEfff GCC A RTREZ FIEHEE .

-werror BEff GCC W& &5 BEMERETF LS R, A IRED, ¥ GCC
fEEH B S AL E .

-00. -01. -02. -03 RRHIFHAERMAAIKIFEE. K, -00 REAHMN
ths -o1 AEEE, REFH S EEgARRE AE S A PAT IR E; —02 24k
SromiEEEE, BREA-o1 FrA A, ﬂ%%ﬁﬁfi%B’]‘?@ﬂﬁﬁ‘]ﬁﬁ%ﬁ%%%%ﬁﬁ%ﬁh
1T -03 BREA-02 FrathibfEmish, FIH CPU WEBZ R R 2 e
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2, A A IS AT T AR R

1.4.2 198 makefile

makefile & —/MUE M, WX R 2 B make 27T IEAT, B
FERCRRFR T it WEE T, TUER T, £ M RETEBHPERT EAA
AR SC A, TR LA SO T B AEAN R B S B i Sk X B 4% B T AR I H 2Rk A
AR R AT PATRET , A ZE A X S B Rk g i B 492 A0 2 X L8 72 AR S
We? 20 thed 70 4E4R, DIJRSZEEE A Stuart Feldman 7E UNIX R4 LA T make T H K58
R SR

Y 5 BENE MY make F2JT MENTIAT I makefile SCAF, FEFEELRSMN, HEAKYG S
M .

target: prerequisites
commandl

command?2

commandn

Her, target FormAPATHIH bR, HoTDUE &) B br S0, o] BLg —AMFr
prerequisites FNTEH target HAIRHTTRIHTIEZAE, ATHE&1E AT DL U Elhs
commandl. comomand2. . commandn F7~E5ERNH R T AT shell 74,
BRI ] AR T N BESE L B AR target, WIFRELPATIIIRZM:, HRTREM4C
KWPAT I, TER command HIEEM WL, target fil prerequisites /32 AHIN
ZIRER T RF R R make FEFABERTELIATHAN target FEHATHA targets
B, K makefile XM, TR EA 3 ASKSTHAIAS C ST H 9w PEFNRE 7 A2
%o 1% makefile A/ FEAER T webserver.o. libdisplay.so Ml webserver =4
. HA, webserver.o &4miFE 00 HFR it XfF, libdisplay.so REFSE X
4, webserver s&HATFEF

0% b

webserver: webserver.o libdisplay.so

gcc -g -o webserver webserver.o -L. -ldisplay

webserver.o: webserver.c webserver.h display.h counter.h
gcc -g —-c webserver webserver.c

libdisplay.so: display.c display.h
gcc -g -shared -fPIC display.c -o libdisplay.so

clean:

rm webserver webserver.o libdisplay.so

1.4.3 GDB

GDB & GNU TiH Fryifilay, Heetiilih Ada. C. C++. Objective-C. Pascal 55
HEZRFPIESMEMNRERF. GDB & Linux ‘P& M 2 AR Res, BARE~REFEZ
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17 Wi, BB B SR . GDB T He e R R I AT $E 2 i AR e 7 4
GCC w24k 9.

AT 48 GDB WM 4, B eSS A LG HFM . FEEZNLS,
A GDB a2t f2 4, AT, REMESAEHE K.

e GDBREH

GDB Wilts €T BT UL N =FEs X Hid 4 B3 ERFHATIS. 1
fREIBITRET o

gdb program F/~TH GDB A3 —MEERET, HA program #REF4 .

gdb program core T/NEKETRERTEITIING, HA core FRIREFIEEM
1T/EH core dump FRAEMICAE. an A H T AR P T st R A . SR AT AE &
4574 core dump, FfFAH ulimit -c unlimited M2 MERRENE RGN AEM core X
A ERT RR 1] o

gdb program PID FK/FREZIA H T IEEIZITHAET, Ho pID RRHAEFIZITH
AR AR . 1Zar 2 i GDB KREKE| IEES TR, FFiRiE.

e list ®%

GDB Jashja, AT UERH 1ist M REGER T MR, HY55
AR “17. list 4 JEnl DLERAE & AR AT Fd e sk %4 . i, 1ist 80 B{ 1 80
FRRFIHARISEE 80 /T ALRIJFAAD; 1M 1ist main B¢ 1 main F/RFIH main () T AR
(MR

e break fp‘/v\

break & HKEKERFIEBITH A, H45mAN “b”. break w2 W NTETEK
. T8 SCHHRREAT . Fi5 08 N A ok 1 2 W A
function RI/NIEIRE FREN N3 E W A
linenum F/NTEFR € RHSAT % B W A
+offset Bib - offset F/RMELHTRIDAT G HIELATIN of fset T E WA,
filename: function FNTESR E M )RR E0R B T A5 .
filename:linenum F/RLEFRE AP ACREAT 5B T A
*address R/NTEREFIZAT G & W A7 HuhE B B T A

break AL FFREFRMHIA, Higdtg N b - if condition, HH.FR
i break 424, condition AWiE %M. HlU0, b client.c:web if hit==
RNESHZ R hit BT 1 NAEAN client.c XHH web () BB SUH R

W 5 B S 2 R RR Bl — AN T, WS S W S X R, AT AR A HA
Wr s AR G 2 I S HCR A

o WImHR{E®S

B break WA WEW NG, WLMEH info. clear. delete. disable
enable 5y 2 HAEWT 15

info break M TEE HITXE AR AER.

clear WA HTIHEMRMH break A WEMBI A FlUl, clear HTEMRATA H break
WEIIW N, clear linenum HTIERRIEEITHIWI A, clear filename:linenum H

o o o o o O
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FiE bR 2 AR T LRI S, clear filename:function T IHRERHREECMHH
BR AR b A T A

delete breakpoints B delete range & H TiBERIECW S5 HH L. H
', breakpoints FKINFEE MW 5, WRBEA TR E W S5, WA B W
range KW S 5IEHE, Ul clear 2~6 AR NIHERB A SN 2~6 WA

disable breakpoints E{ disable range & HEfHi$8 E Wi a5 HIWT S L%,
N disable 2~6 HEWI RSN 2~6 MKIAKM. § clear Ml delete AAAHLL,
disable g & FEAMERE A, TLLEIT enable v 2Pk E R IWT A o

enable breakpoints B enable range #n& 0] LAKE RAIWT Ao W AR LT
RAEPAT — /G S ERA, WATLMEH enable breakpoints once fif%e

e watch %

SR AR AN B R AR A S R W Y TR P IE AT, WIS watch AHRM 4

watch expr MIAMWINEERNTE expr WE ML, —HXNZEMEKESD
b, KU IEAT

rwatch expr M2 HIIIRER Y expr ARG WY AR T .

awatch expr 2 NIIRER Y expr A B LB S I I Y FIFEFT

WS SR A 5 W i B E a2 AH I, W R R

(gdb) info breakpoints

Num Type Disp Enb Address  What

1 breakpoint keep y  0x080483c6 in main at test.c:5

breakpoint already hit 1 time
4  hw watchpoint keep y  x

breakpoint already hit 1 time
(gdb) disable 4

o EITIEF®E

WAL AR P MK G247 A BL, M cun 04, HA4FER “c”

BT MR TR EIZITSH, WUMEH set args WEERFANEBITHRSE
4N, set args 8181"/home/nwebdir".

RS, WRALERR P4 EIs1T, TRMEA continue #14, H4E “c”.
I AR IS AT B R — N B E B 5% SR R AR AR

o BEITITHS

WRARLFR T AP IEAT, WA LMEH step %, HAEH “s”. YT HLIZITH
BREINT, Kg N BRI B

next A FMERMEREFRLHAT, HAESH “n” (H2 S FEAT 3R E, H
a2 IF AR RIRES N Z R, TP ATz, kRN —AT.

finish MARMEIZITIET, HBEUFEREISITEEIHRE.

“si” M “ni” H “s” M “n” EKL, AATENMEATIC4TE4 .

e backtrace #%

backtrace % H TITE4FT R ECH AR TEE R, H45H “bt”.

o &S

frame MM TEEAKRZNGEE, HFAEH “£7

\
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frame n M HTHETFEITHRVIER] n, Hfn 2P ERES, 0 Kk,

o BEHRTITHIE

print expr MM TERIBELR expr FEME, H4E5H “p”

print file::variable ¥ 3 print function::variable & Al LLHKE
IR E S B HU AR B

print address@len A TR R EAENREKENREE, HF, address #
AR E A, len FORERRERIIN. B, print a4 FAREREA a
4 NEHRETUT FEUE .

print $regiester WM T R/RTFAMTEHM, W print $Spc AT ERY4HT pc
ATAE A

fEf AR R, LR ER RS Kb, x FoRdg sk SRR
B, d FoRig PR REE, u ZoRiE TNl LB R ER 5B, o Rk
RGN R AR, ¢ FoRig g R R R, a ZRITH PN, o RRETFH
ARBRTE, (RRF A IE R T E.

B, p/x k Tl k B EREUEIZ /S mIEGm H

e display fp%

display expr M THINEREENEME. S8R W a0 R K,
2 H B expr HHIEUE .

o BEERNGHS

% address w2 HTEE TR E NET .

o RH®%

quit &AM GDB B .

* GDB Zi#i2iFi{

GDB 7.0 VA ERRAFFZ RN, HREMTE fork BASHORE SN 2 32
PR fork MRS EENL NS KAEI: set follow-fork-mode [parent|child]
Fl set detach-on-fork [on|off]. HH, follow-fork-mode F/NERE: fork HEfE
WRE, WAL E N parent, GDB WFRERHASQHRE: WKL EN child, GDB
M EREZ A T2 . detach-on-fork RI/RTE fork Jaam SAMERMEREMES, WH
WHEEN on, W EARERMERE; WA HREN off, WIAMEAMRERH IR
EHNZHAIARREH S BEAU IS (R 1-D.

%= 1-1 GDB Z#iERESHIRER

follow-fork-mode detach-on-fork aX
parent on R E R (GDB B
child on SRty i
parent off R AN BERE . GDB BRI bR, Tt RERL2E7E fork fir B
child off IR AR, GDB BREAFIR T-HERE, THEREPHZEAE fork A B

info inferiors & H TEEIEEHRIIERE.
inferior infno & T VIR BEFE
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add-inferior [-copies n][-exec executable] fv 4 H T ¥ 0 i) ik i3k
2, Hh-copies n ¥/nEsN n HEFE, -exec executable FTnE AR HIFER X

14
detach inferior inno & T&ILMEEHEEE:, HP inno  GDB
HFIEREFR IR S,

kill inferior inno #r4 H T KHITEE L.

info threads i H T EE YATHERI LIS,

thread threadno & H T VIR FE .

CURNTHARE R %, BeBHanfafdi | GDB Kk 2 i i . Z 2~ T .
$Z R TR

#include <stdio.h>
#include <unistd.h>

#include <pthread.h>

void childprocess() ;

void threadfunc();

int main () {
pid t pid=fork();
if (pid == 0) {
childprocess();
}
else{
pid t parentpid=getpid();
printf ("Parent Id is %d\n", parentpid);
printf ("Child Id is %d \n", pid);

void childprocess|() {
pid t pid=getpid() ;
pthread t pt;
int status=pthread create (&pt,NULL, (void *)threadfunc,NULL) ;
if (status!=0)
{
printf ("Cannot create a new thread\n");
}
pthread t tid=pthread self();
printf ("Current process id is %d , current thread id is %$1d \n", pid, tid):;

sleep(10000) ;

void threadfunc () {
pid t pid=getpid();
pthread t tid=pthread self();
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printf ("Current process id is %d , current thread id is %$1d \n", pid, tid);

sleep (10000) ;

RN B

gcc —-g -o multiprocessthreads multiprocessthreads.c -lpthread

#9122 RERE AN 2 LR AR R P

gdb multiprocessthreads #JH3)] GDB

(gdb) set follow-fork-mode parent #15 E R RS T FE, oDB ERER AR F k2
(gdb) set detach-on-fork off

(gdb) b 10 #AEARILER 10 17401 BT

Breakpoint 1 at 0x4007c5: file multiprocessthreadsl.c, line 10.

(gdb) b childprocess #15¢ E BR AT R

Breakpoint 2 at 0x400819: file multiprocessthreadsl.c, line 23.

(gdb) b threadfunc #1520 B R AT R

Breakpoint 3 at 0x400884: file multiprocessthreadsl.c, line 36.

(gdb) r # MR URIEAT

Starting program: /root/book-examples/multiprocessthreadsl
[Thread debugging using libthread db enabled]
Using host libthread db library "/1ib/x86_ 64-linux-gnu/libthread db.so.1".

Breakpoint 1, main () at multiprocessthreadsl.c:10

10 pid t pid=fork(); #1551 TE W A

(gdb) info inferiors B EHEGEE, WTIEEEER HAMUE — EHFE
Num Description Executable

>l process 20527 /root/book-examples/multiprocessthreadsl

(gdb) n # BT

[New process 20533]...

11 if (pid == 0){

(gdb) info inferiors #EAEME(FE, WLLERIHECALHS) VAR, JFH 2 HTRERERE 9 Ht e

Num Description Executable

2 process 20533 /root/book-examples/multiprocessthreadsl
>l process 20527 /root/book-examples/multiprocessthreadsl
(gdb) n #HIPIEAT
15 pid t parentpid=getpid() ;
(gdb) inferior 2 #EERFHEFE 2 HEAT EREE R
[Switching to inferior 2 [process 20533] (/root/book-examples/multiprocessthreadsl) ]

[Switching to thread 2 (Thread 0x7ffff7fca740 (LWP 20533))]

10 pid t pid=fork();

Value returned is $1 = 0

(gdb) ¢ #ETFRHFE R 481817, FHAE childprocess WrsibfE ik

Continuing.

Breakpoint 2, childprocess () at multiprocessthreadsl.c:23

23 pid t pid=getpid();

(gdb) info threads #A A H AT, T AN ZAE 7508 © 2 QI IR A2 i 2
Id Target Id Frame

* 2 Thread 0x7ffff7fca740 (LWP 20533) "multiprocessthr" childprocess () at multipr-
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ocessthreadsl.c:23
1 Thread O0x7ffff7fca740 (LWP 20527) "multiprocessthr" main () at multiproc-

essthreadsl.c:15

(gdb) n #HAT pthread create Ja, ¥OIEHAILE, JEHFQIEKLERN 3
[New Thread O0x7ffff77£6700 (LWP 20550) ]
[Switching to Thread O0x7ffff77£6700 (LWP 20550) ]

Breakpoint 3, threadfunc () at multiprocessthreadsl.c:36
36 pid t pid=getpid();
(gdb) info threads $BFE HATHTE &R, HPrs g “+” MRR H ol EAE IR 272
Id Target Id Frame
w3 Thread 0x7ff£f£77£6700 (LWP 20550).. threadfunc () at ultiprocessthreadsl.c:36
2 Thread Ox7ffff7fca740 (LWP 20533) .. childprocess () at multiprocesst-
hreadsl.c:25
1 Thread 0x7ffff7fca740 (LWP 20527) .. main () at multiprocessthreadsl.c:15
(gdb) n HIBATLAR 3 P
Current process id is 20533 , current thread id is 140737353918272
37 pthread t tid=pthread self();
(gdb) thread 2 #ERERZAE 2

1.4.4 BRSSMHRENNTAR

1. http load

http load & REMEXT Web RS EeEATMEREE Jillat, FH 2 AT DAL R E 7 I sl 1) 3
BT 2%, HFESHWT.

-parallel num FRIFREFimEE.

-fetches num FRITA R i H U5 ) L

-rate num KRBT RIME.

-seconds num RSV AEE], DL s NEAL,

urls NRAFEVT iA) WX GURERR ) SO o A2 ST N ORAF 227 0 1) O T e et bk, FL ST fF
KX MR

http://127.0.0.1:8088/index.html
http://127.0.0.1:8088/example.html

il an, 47 AR a4 http load -parallel 5 -fetches 50 -seconds 20
urls, FoRFEINES)S AN 6, FEE 20s NIETE 50 MR, HIZ T4 20T Fiw.

20 fetches, 5 max parallel, 5880 bytes, in 20.0022 seconds
294 mean bytes/connection

0.999891 fetches/sec, 293.968 bytes/sec

msecs/connect: 107.569 mean, 1017.36 max, 3.426 min

msecs/first-response: 4141.73 mean, 5013.75 max, 5.283 min



B1E Web RSB LEH

HTTP response codes:code 200 -- 20

PLEIEATE R 7 an 5 R

% 14T 20 fetches, 5 max parallel, 5880 bytes, in 20.0022 seconds
FHILE 20.0022s N, w280 5 % i, FLrep 20 L, Ak fm 5880 7. ATLLE
HTE 208 YA 588 50 YRR T APIE T A% .

2 217 294 mean bytes/connection RRBEIGER YL EdE & .

%34T 0.999891 fetches/sec, 293.968 bytes/sec RnF TR E D
RN TUAL S, DL R EdE . o, fetches/sec NHWHARIMEREIRIRSEL QPT
CHRERD M N 350D

%% 44T msecs/connect: 107.569 mean, 1017.36 max, 3.426 min R
SRR TN ), B KM AR CERN ms). H, msecs/connect %
WH YRR TR S (5P S 5 IR 55 i ST )~ SN o

% 54T msecs/first-response: 4141.73 mean, 5013.75 max, 5.283 min
PR ERE CF D K HTPP i 3K 8 2 TF a6 B UKk 25 2% 55 — e 27 2K~ 34
I SR TR R R AN TR] o X LR H B (MR B EE 4 1T SO A @ LBl b
FR) R 36 1 SR JE B R U NV B TA) I TE), T DU BRI S5 A% 5 % 1 i L IE R S,
IVE-GRE = TN S

% 64T HTTP response codes:code 200 —- 20 R/RMINACHIEA 200 FH 20 1

W ER SR, B I Web IR 5548 Bt SCREI I K U 1) 5 R i B[]
Web Il 55 2 FIT SCRE 1 9 < Uiy 1) R0 B IR 8] 9 2% A5 S it B 555 B . I X B(E 8, arxt
Web & HIPEREHEAT 204 Bilan, M BTSN wT DUE B0 A 58—~ X T 3
P, MAEMMEIEEL N 294 775, I H#A4 msecs/first-response: 4141.73
mean HIEUEECR, BAERAER 7RI ) 415 21 Ak 55 245 fr -2 i NAS S

2. Perf

Perf s Performance Event [JJECW#R, /& Linux WAZMTEREHT TR, BETHMAR
FEJSEL, DL @R REREAR, Xt A S s b s, #tmaiit hisiT &
AN BRECEFERT ] o Perf RETE )T IRSS 2% RAMIVERE I AL, FREBUIRSS 2 ARHD A7 75 (1) 1)
Perf ZEAE LT 5 M T HE,

® perf list ﬁi/ﬁ\

perf list w2 HKAEE Perf B FFHIHMF, XL H R PAF FAFRE {4,
TR T

# perf list

List of pre-defined events (to be used in -e):

cpu-cycles OR cycles Hardware event

stalled-cycles-frontend OR idle-cycles-frontend Hardware event

stalled-cycles-backend OR idle-cycles-backend Hardware event

instructions Hardware event

cache-references Hardware event

[
[
[
[
[
[

cache-misses Hardware event
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branch-instructions OR branches [Hardware event]
branch-misses [Hardware event]
bus-cycles [Hardware event]
cpu-clock [Software event]
task-clock [Software event]
page-faults OR faults [Software event]

minor-faults [Software event]
major-faults [Software event]
[ ]

context-switches OR cs Software event

cpu-migrations OR migrations [Software event]
alignment-faults [Software event]
emulation-faults [Software event]
Ll-dcache-loads [Hardware cache event]
Ll-dcache-load-misses [Hardware cache event]
Ll-dcache-stores [Hardware cache event]
Ll-dcache-store-misses [Hardware cache event]
Ll-dcache-prefetches [Hardware cache event]

S8 e MR E MM FEME, BAESHAMA AR T.

-e <event>: [u | k | h | G | H]

Hrhp, event NERBHEMAMAI: [u | k | h | G | H] RkiEmm A
B, u FoHEE, k FARWEZAE, h 298 hypervisor, G ®/NE KVM guests N, H &
RANE KVM guests I

i, perf -e cycles Fonilid Perf KIE#E CUP iZ1THR R H I Fi 4t -

e perf stat B perf top AP

perf stat WM T Gt EFEITIEARERERE N . Flan, £ A,
AT IFM L “gec -o perf-test -g -pg perf-test.c” o

//perf-test.c

#include "stdio.h"

void test () {
int i,73;
for (int i = 0; i < 1000000; 1i++){

j=i;

int main (void) {
test () ;
}

N

Y

N AN«

INFIBITM S “perf stat ./perf-test”, TERWT.

(N

Performance counter stats for './perf-test':
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6.323455 task-clock (msec) # 0.924 CPUs utilized
0 context-switches # 0.000 K/s
0 cpu-migrations # 0.000 K/s
49 page-faults # 0.008 M/s
7,820,657 cycles # 1.237 GHz
<not supported> stalled-cycles-frontend
<not supported> stalled-cycles-backend
5,552,990 instructions # 0.71 insns per cycle
1,109,974 branches # 175.533 M/s
6,413 branch-misses # 0.58% of all branches

0.006842042 seconds time elapsed

HH, task-clock F7~ CPUMAIHZE; context-switches Fni#ife LR XHIAE
$RE; cpu-migrations RRIBITIEAER CPU MIREL (A—A CPU &R 55—
CPU) ; page-faults TR ILIKEL; cycles Fix CPU EH K #iziT B WK AL
instructions F/NIBITHINLATE L E: branches Fnsr (RIS Bk TR &2
) BE; branches-misses s Ul o 32 R REL

H B REsA T8 R A, 2T R EEERES, H CPU R HZEN 92.4%.

FHEH perf stat 274 1.3 T socket I8 ity (webserver.c) B471d
. B, RS IHFAT gcc -0 single-process-server -g -pg webserver.c,
EFE)T single-process-server; AJ5, BN ZETFR N, PATH L perf
stat./single-process-server 8088 web. fE% P, J&1T http load ($AT
14 “http load -parallel 5-fetches 50-seconds 20 urls” ) [ single-
process-server KIAWRIHE. X http load BITE WK, fEMRSFSuiik “Cul+C” 4
G SE O Perf, IXEH Perf 1 EDAU4E W1 RN Fis.

Performance counter stats for './single-process-server 8088 web':
4.752166 task-clock (msec) # 0.000 CPUs utilized
28 context-switches # 0.006 M/s
1 cpu-migrations # 0.210 K/s
56 page-faults # 0.012 M/s
5,676,956 cycles # 1.195 GHz
<not supported> stalled-cycles-frontend
<not supported> stalled-cycles-backend
2,875,555 instructions # 0.51 insns per cycle
549,947 branches # 115.726 M/s
44,259 branch-misses # 8.05% of all branches

38.428969783 seconds time elapsed
EBU\J:%%ﬂU\EHj, single-process-server IEIIE 1/0 %Emﬂﬁg%’ j‘] CPU E‘J%Uﬂq$
perf top %5 top MM, AEHEER BT B ARG @AIFF. Hlan,
T4 “perf top-e cycles” REMIERIRGNIEFE cycles (CPU BHF) 2 MRIL.





